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ABSTRACT
Phishing, an unlawful practice, involves tricking individuals into revealing private data like user IDs, bank
details, and passwords. The surge in fraud is tied to increased deception, impersonation, and advanced
online attacks. A more potent phishing detection approach is crucial due to escalating global phishing
threats. While methods like Heuristics, Signatures, and Visual similarity attempt to detect phishing sites,
Machine Learning (ML) and Deep Learning (DL) shine in cybersecurity for learning from data, offering
insights, and forecasting. Still, solo ML algorithms face real-world limitations with complex data, while
DL surpasses traditional ML in performance but requires more data and time. This paper introduces
“EnLeM,” an Ensemble Learning Model that excels in precision compared to individual ML/DL. To tackle
computational efficiency, we employ Univariate feature selection, yielding promising results in comparison
to DL models. Furthermore, we assess our model against five conventional ML-based classifiers and two
DL-based counterparts, evaluating performance metrics pre/post feature selection, along with execution
times. The experimental outcomes underscore the efficacy of EnLeM, showcasing outstanding, scalable,
and consistent performance.

INDEX TERMS Phishing, Univariate feature selection, Machine learning, Ensemble algorithm, Deep
learning.

I. INTRODUCTION

W ITH widespread internet access and the advent of
innovative services, a majority of individuals have

transitioned to online platforms for tasks such as shopping,
banking, and various services, thereby minimizing the need
for physical queues. However, in contrast, cybercriminals ex-
ploit this trend to target victims and illicitly obtain funds. The
prevalence of phishing kits further simplifies this process, en-
abling even those with limited technical expertise to initiate
phishing campaigns. Phishing, a social engineering attack,
involves scammers masquerading as trustworthy sources to
extract personal information. They aim to connect through
emails, calls, or texts, accessing victims’ financial accounts.
Phishing attacks are on the rise, with attackers observing
victims’ online actions and bypassing security measures [1].
The FBI cites phishing as the primary cybercrime in 2020,

and instances of repeated attacks have increased. Monthly
phishing attacks surged by 65%, spawning 1.5 million sites
in 2018 [2]. A notable breach exposed 80 million Anthem
Healthcare customers’ data in 2014 [3].

Amid the COVID-19 pandemic, remote work has strained
cybersecurity resources for many. Exploiting this, attackers
launch phishing attempts via emails and bogus websites.
Google’s Threat Analysis Group [4] has pinpointed attacker
groups employing COVID-19 themes for malware and phish-
ing schemes. Attackers employ diverse tools to replicate web-
sites for phishing purposes. Distinguishing phishing sites can
be challenging due to elements like copyright, anchor links,
logos, or genuine website keywords. Various approaches [5]
exist to detect phishing sites, each with its advantages and
drawbacks.

The preeminent method for identifying phishing is re-
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ferred to as Heuristics-based approach and Signature-based
method. The heuristics-based approach serves as a conven-
tional means of identifying fraudulent web pages. Its primary
use lies in uncovering unauthorized sites [6]. Despite its
accuracy-enhancing role, this technique is intricate and finan-
cially demanding to implement [7]. Similarly, the signature-
based method is a critical tool for spotting phishing sites. This
method relies on a database containing blacklisted phishing
sites. A limitation of this approach is that it fails to identify
newly generated phishing sites not yet in the database [8].

An additional method for detecting phishing websites in-
volves the Visual similarity-based approach, which relies
on an assortment of images, logos, text formatting, and
HTML tags from a database. However, a notable drawback
of this technique is its demand for substantial computational
resources for effective image processing [7].

The employment of a Machine Learning (ML) approach
is another avenue for identifying phishing websites. Despite
the various ML techniques employed to distinguish between
phished and legitimate sites, conventional ML models often
fall short in detecting phishing webpages as effectively as
browser security indicators. A mere 23% of these models rely
on webpage content to ascertain legitimacy [9]. Furthermore,
the general population may struggle to differentiate between
the padlock icon in a browser and the actual webpage
content. Additionally, ML-based detection methods come
with computational burdens, and their sluggish processing
can contribute to increased latency in identifying phishing
websites [7]. Certain researchers have highlighted limitations
in current ML models, including increased false positives,
decreased detection rates, and classifier inefficiencies [10],
[11]. Furthermore, many traditional ML models struggle with
unstructured and streaming data due to the diverse nature
of real-world data. Such data can contain noise, irrelevant
attributes, redundant features, and anomalies [12].

Other researchers have explored the automatic identifi-
cation of malicious webpages using Deep Learning (DL)-
based models. Performance varies across different DL-based
classification algorithms, influenced by training data and fea-
tures. While numerous features can enhance DL models’ per-
formance, their slower speed occasionally hinders efficient
phishing website detection. Yet, training DL models neces-
sitates substantial data and resources like GPUs and parallel
processing to expedite learning and classification [13].

Due to the constraints of current models (including
Heuristics-based approaches, Signature-based methods, Vi-
sual similarity-based approaches, as well as ML-based and
DL-based approaches) in effectively identifying phishing
websites, expecting users to accurately discern between
phishing and legitimate sites in real-time becomes imprac-
tical.

We introduce a novel model, “EnLeM,” based on ensem-
ble learning, which surpasses individual machine learning
and deep learning algorithms in effectively distinguishing
between phishing and legitimate websites. EnLeM involves
training multiple machine learning models and combining

their outcomes to address specific issues. In this context, our
EnLeM model improves accuracy and maintains consistency
before and after feature selection. To mitigate model compu-
tation time concerns, we utilize the univariate feature selec-
tion method, yielding promising outcomes. Additionally, we
compare the accuracy of the EnLeM model with individual
ML-based and DL-based models.

The main contributions of our work can be summarized as
follows:

1) EnLeM, our new ensemble learning architecture, of-
fers a cutting-edge approach to detecting emerging
phishing websites. Addressing efficiency concerns, we
utilized the publicly available UCI dataset to train and
evaluate the model. This allowed us to determine the
top-performing model based on accuracy, training, and
testing times.

2) Creating a fast and accurate predictive model is chal-
lenged by the curse of dimensionality. Overcoming
this, we employed univariate feature selection to elim-
inate irrelevant and noisy features, yielding positive
results across all classifiers.

3) Our model combines multiple individual models using
univariate feature selection to detect phishing and non-
phishing URLs, resulting in minimal error rates and
exceptional, scalable, and consistent performance met-
rics.

4) Additionally, we compare the experimental outcomes
of the EnLeM model against five individual ML-based
models and two DL-based models. This evaluation
helps determine the most accurate model for the UCI
dataset on phishing website detection.

The rest of the paper is organized as follows. A short
outline of the related literature is presented in section II. Sec-
tion III proposes an overall system framework for phishing
website detection. In it, the proposed EnLeM classification
model is emphasized in Section III-E. Section IV covers the
performance metrics and experimental design that is used
in our work and illustrates the experimental results. Finally,
Section V concludes this paper and shows the future work for
this project.

II. LITERATURE REVIEW
Phishers attempt to snatch personally identifiable informa-
tion, banking, credit card details, and user passwords. Phish-
ing websites are look-alike websites, and attackers gather
users’ personal information. Cybercriminals successfully
gain access to personal data via emails, text messages, direct
messages on social media, or video games.

There are many approaches, namely, the Signature-based
method, the Visual-based approach, the machine learning-
based approach, and the deep learning-based approach. Some
approaches have been proposed and exhibited for detecting
phishing websites.

Salihovic et al. [14] used models detecting phishing
websites named Artificial Neural Networks, Logistic Re-
gression, Random Forest (RF), Support Vector Machine
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(SVM), k-Nearest Neighbor, and Naive Bayes. First, they
used the UCI phishing websites dataset, with 31 attributes.
Then, they applied two feature selection methods. The first
one is BestFirst+CfsSubsEvaluation, and the one is the
Ranker+Principal Components feature selection optimizer.
In the first experiment, they achieved the highest accuracy
(97.33%) in RF. The first optimizer reduced ten attributes
in the phishing dataset with a 1.53% decreased accuracy
on average. In the second experiment, the authors reduced
only one feature, and accuracy increased in RF, whereas
the accuracy decreased by 0.09% in SVM. In addition, the
authors used the spam emails dataset, where the RF provides
the best performance.

Yuan et al. [15] proposed a method to detect phishing
websites based on features from URLs and web page links.
The authors applied the Deep Forest model, resulting in a
positive rate of 98.3% and a false alarm rate of 2.6%. Primar-
ily, they used an effective strategy based on search operators
via search engines to find the phishing targets’ accuracy
of 93.98%. Jain et al. [16] shortlisted 19 most important
features and analyzed several features of phishing web pages.
They used SVM, RF, neural network, logistic regression,
and Naive Bayes (NB) to classify phishing webpages and
obtained approximately 99% accuracy.

Gu et al. [17] introduced a brilliant and automatic sys-
tem for detecting phishing web pages. They used a Naive-
Bayes classifier to detect phishing websites and analyzed the
feature URL. They reclassified using SVM for ambiguous
web pages. They proved that their system provides high
accuracy with less time for phishing site detection. Moghimi
and Varjani [18] proposed a model that used a combination
of SVM and decision tree (DT) models where the two models
serve two different purposes. For example, SVM is used for
training purposes. The DT generates the rules for detecting
phishing websites targeting the banking domain.

In addition, many researchers have proposed and de-
veloped deep learning-based models for phishing website
detection. To illustrate, Yerima et al. [19] proposed a DL
approach named Convolutional Neural Networks (CNN) for
detecting phishing webpages. They used the UCI phishing
websites dataset of 6,157 genuine and 4,898 phishing web-
sites. The authors compared their proposed DL-based CNN
model with traditional ML models. They proved that their
proposed model achieved the highest accuracy compared to
conventional ML models.

Zhang et al. [20] proposed multilayer perceptron neural
networks for detecting phishing emails and evaluated the
effectiveness and efficiency of this model. They compared
their proposed model with different classification algorithms
such as NN, SVM, and DT, Naïve Bayes. Their proposed
model gave the highest accuracy and recall value, around
95%, and demonstrated that their model was one of the best
for detecting phishing emails. Rao and Pais [21] proposed
a novel classification model based on a heuristic dataset.
They trained eight ML models, including Random forest J48,
logistic regression, Bayes network, multilayer perceptron,

minimal sequential optimization, AdaBoostM1, and SVM,
and proved that the RF algorithm outperformed with an accu-
racy of 99.31%. The authors attempt to find the best classifier
for phishing detection, consequently using different (orthog-
onal and oblique) random forest classifiers. The Principal
component analysis Random Forest (PCA-RF) provided the
highest accuracy, around 99.55%.

Aksu et al. [22] studied comparatively among traditional
ML approaches and DL approaches (Neural networks, SVM,
DT, DNN, Stacked auto-encoder technique (SAE)) at phish-
ing detection. They proved that the DL technique is the best
for phishing detection with an accuracy of 80%.

Zhang et al. [23] proposed a model for detecting Chinese
phishing e-business websites based on URL and website
content. The authors included fifteen domain-specific fea-
tures for detecting phishing attacks on Chinese e-business
websites. They evaluated them with four traditional ML mod-
els: SMO, Naïve-Bayes, RF, and Logistic Regression. Their
experiment said the Sequential minimal optimization (SMO)
algorithm best detects phishing sites with about 95.83%
accuracy and 95.58% f1-score. However, their experiment
had some limitations, such that it targeted only one domain
of phishing sites, i.e., it was not working efficiently with non-
Chinese websites.

Whittaker et al. [24] proposed a blacklisting technique
based on known phishing websites; subsequently, they ex-
tracted standard features from their dataset for detecting
phishing sites. The authors used an RF classifier in their
detection. They proved their classifier achieved the best
accuracy with noisy live phishing data and obtained less
than 0.1% false positive rate. Nevertheless, their approach
works when the websites have been published or are visible;
otherwise, it does not work well.

Ubing et al. [25] proposed an ensemble learning (EL)
model based on majority voting for detecting phishing web-
sites and used feature selection techniques and comparison
with traditional ML models. They proved that their pro-
posed model provided a better accuracy rate than the current
technologies for detecting phishing websites, and the model
accuracy was around 95.4% and f1-score was about 94.7%.
However, their analysis had some limitations, like that the
authors of this paper focused only on improving accuracy;
others needed to be considered more balanced.

Toolan et al. [26] used the C5.0 decision tree algorithm
and an ensemble of other classifiers (k-Nearest Neighbour,
SVMs, Naive Bayes, Linear Regression) for classifying
emails into Phishing and non-Phishing. They used only 8000
emails with five features, and their systems classify that
around 50% of emails were phishing and the existing 50%
were legitimate. The average accuracy and precision of the
C5.0 model are about 97.15% and 98.56%, as well as average
Ensemble accuracy is 93.68%. The paper also discussed
the advantages of recall boosting classifiers which provided
better accuracy than C5.0 and Ensemble classifiers.

Table 1 summarizes all references in terms of phishing
website detection. However, this research work proposed a
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novel approach based on ML-based techniques. Our pro-
posed approach is very efficient for detecting phishing URLs
compared to the others.

TABLE 1. Summary of existing works on phishing website detection and our
proposed method.

Researcher Methodology

Salihovic et al. (2019) [14] ML with feature selection
Yuan et al. (2018) [15] Deep forest
Jain et al. (2018) [16] ML with feature selection
Gu et al. (2013) [17] ML
Moghimi and Varjani (2016) [18] ML
Yerima et al. (2020) [19] CNN (DL)
Zhang et al. (2012) [20] MLP neural networks
Aksu et al. (2019) [22] ML and DL
Zhang et al. (2014) [23] ML with feature selection
Whittaker et al. (2010) [24] Blacklist technique
Ubing et al. (2019) [25] Ensemble learning (EL) with fea-

ture selection
Toolan et al. (2009) [26] C5.0 and EL
Proposed approach (EnLeM) Majority voting based-EL on

ML methods with univariate
feature selection

III. PROPOSED SYSTEM FRAMEWORK
The overall system architecture of the proposed EnLeM
model is shown in Figure 1. This research uses the UCI
dataset, which has phishing and legitimate URLs. To improve
performance metrics, we need data pre-processing.

A. DATASET DESCRIPTION
This study used the UCI Phishing website dataset [27] to
evaluate the performance metrics of the proposed phishing
website detection model and other models, including six ML-
based models and two DL-based algorithms. This dataset is
explained as follows;

The feature description can be found in [28] and [27]. The
dataset comprises 30 features with 11055 instances extracted
from 6157 legitimate web pages and 4898 phishing web
pages. The rationale behind choosing the dataset is recent
and available in the public domain. The dataset’s attributes
and corresponding values are summarized in Table 2.

B. DATA PRE-PROCESSING
The success of learning algorithms depends on the data
quality we used to solve our classification problem. The pre-
processing of data is an inevitable step for achieving better
performance metrics. Although there are several data pre-
processing steps [29], [30], we use data normalization, data
de-noising, and data extraction. Using data normalization,
we reduce the bias in those attributes in our dataset with
higher numerical contributions and fetch all features in a
typical range. Due to data normalization, we can ensure all
features have an equal numerical contribution, but all feature
is not equally important for classification. Some features are
highly relevant, while others are irrelevant and redundant,
increasing the complexity of learning algorithms. However,
the vast amount of irrelevant features leads to the curse of

TABLE 2. Features description of collected dataset

Attribute Type Possible Values

Having IP Address Numeric -1, 1
URL Length Numeric 1,0,-1

Shortening Service Numeric 1, -1
Having At Symbol Numeric 1,-1

Double slash redirecting Numeric -1,1
Prefix Suffix numeric -1,1

Having Sub Domain Numeric -1,0,1
SSLfinal State Numeric -1,1,0

Domain registration length Numeric -1,1
Favicon Numeric 1,-1

Port Numeric 1,-1
HTTPS token Numeric -1,1
Request URL Numeric -1,1

URL of Anchor Numeric -1,0,1
Links in tags Numeric 1,-1,0

SFH (server form handler) Numeric -1,1,0
Submitting to email Numeric -1,1

Abnormal URL Numeric -1,1
Redirect page Numeric 0,1

On Mouse Over ( using to hide link) Numeric 1,-1
Right Click Numeric 1,-1

Using pop-up window Numeric 1,-1
Iframe Numeric 1,-1

Age of domain Numeric -1,1
DNS Record Numeric -1,1
Web traffic Numeric -1,0,1
Page Rank Numeric -1,1

Google Index Numeric -1,1
Links pointing to page Numeric 1,0,-1

Statistical report Numeric -1,1

dimensionality; we solve the problem by the feature selection
method that is discussed later in Section III-C.

We extract one feature and provide this name as a label. We
assign a label legitimate when the result value is 1, and the
label is called phishing if the result value is 0. The extracted
features of legitimate and phishing URL datasets in the UCI
dataset are concatenated without shuffling. We must shuffle
our dataset in training and testing datasets.

C. FEATURE SELECTION
Feature selection is the process of selecting a subset of
relevant features or attributes for various reasons, such as
easier to interpret by users, short training time, avoiding
unnecessary attributes, improving data compatibility, etc.
Researchers used many feature selection methods to improve
their model compatibility, including univariate selection, re-
cursive feature elimination, principal-component analysis,
etc.

In this work, we have used the univariate features selection
method, where univariate feature selection selects the best
essential features based on univariate statistical tests. We
use Select-k-Best, which selects features according to the k
highest scores, and different statistical tests can be used in
this selection method. The univariate test uses the Mutual
Information (MI) approach (“mutual_info_classif” in scikit-
learn) and selects the top 20 features from our data set.

MI between two random variables is a non-negative value,
which measures the dependency between the variables. The
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FIGURE 1. Overall system framework of the purposed method (EnLeM).

value of MI is zero if and only if the two random variables
are independent. Otherwise, the value of MI is equal to one.
If X and Y denote the two random variables, then:

I(X;Y ) = H(X)−H(X|Y ) (1)

where, I(X;Y ) is the mutual information of X and Y ,
H(X) denotes the entropy of X , H(X|Y ) is the conditional
entropy for X given Y .

For our dataset, the MI approach is used to choose the top
20 features among the 30. Figure 2 shows that the top 20
features are more important for classification purposes.

FIGURE 2. Graphical representation of mutual information of attributes in
feature selection.

D. DATASET SPLITTING
In this stage, we use the k-fold cross-validation technique,
which is a strategy for enhancing the holdout approach to
split the UCI dataset. Instead of selecting a single dataset for
training and testing, it divides it into k subsets and applies the
holdout method to each subset k times. The steps for k-fold
cross-validation are given below.

1) It divides our dataset into k folds or k chunks.
2) It creates k folds from our dataset, and for each fold,

build a model using the other k − 1 folds. Then, it
assesses the model’s performance on the k-th fold by
predicting the labels (i.e., phishing vs. legitimate) and
then evaluating the accuracy.

3) This procedure is repeated until all k folds have been
put to the test using separate test sets.

4) The findings are noted, and the anticipated accuracy
average is then calculated and given as the test measure
for the model that is currently being evaluated or used.

For each of our classifiers, the k-fold cross-validation has
been taken into account. We experimented with several k
values and decided that k = 10 was the best choice for our
experiment.

E. PROPOSED APPROACH: ENLEM
This article introduces an approach based on hard voting
ensemble learning that predicts the class labels with the
highest sum of the votes from learning models. Our proposed
method, EnLeM, is an extended voting-based ensemble
learning (EL) approach.

The concept of ensemble learning combines multiple mod-
els that solve a particular computational intelligence problem
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using combined decisions that provide multiple classifiers.
Essentially, EL is used to improve the performance of (classi-
fication, prediction, function approximation, etc.). Numerous
applications of EL include decision-making, optimal feature
selection, data fusion, incremental learning, non-stationary
learning, and error-correcting [46]. Dasarathy et al. [47] were
among the first to propose the EL approach in a divide-and-
conquer fashion, partitioning the feature space using two or
more classifiers.

For example, someone planning to purchase a new com-
puter would like to go to a computer showroom and buy one
the salesperson shows him. Most people say the answer no
because people are likely to ask their friends or colleagues
or go to online portals about showing the reviews, then they
decide which one is best for them. Instead of directly choos-
ing, people try to know information before purchasing one
computer. Ensemble learning resembles people who want to
buy a new computer.

The voting ensemble is a distinct EL combining multiple
classifiers. More than two models are created, and then the
preceding models are wrapped using a voting mechanism to
combine with all models’ predictions. The majority voting
effort combines multiple ML models’ outcomes and may be
used for classification and regression. While used in a classi-
fication problem, it sums the predictions of each label. It then
selects the model, a majority vote known as Classification
Voting Ensemble.

The EnLeM method introduced a way that gradually helps
detect phishing websites with promising performance met-
rics. As a version of the voting-based EL model, it also
aggregates more than one classifier, and every model makes
a prediction; this model chooses the one that receives the
highest votes. Thus, this approach helps predict the class
labels (e.g., phishing/non-phishing). Suppose Classifier1
predicts an unlabeled URL as a phishing URL, whereas
Classifier2 predicts the same URL as a benign website, and
Classifier3 predicts the URL as a phishing URL. Generally,
it can be very complex to conclude which label is appropriate
for this URL. This situation will increase the error rate,
providing low-performance metrics with high variance. The
details of the proposed approach are illustrated as follows.

In the EnLeM approach, three different classifiers with the
training dataset (i.e., labeled URLs) are created, and every
individual classifier provides its prediction label on the test-
ing dataset (i.e., unlabeled URLs). Afterward, every classifier
provides a label, whether phishing or benign. However, this
step works to find the label that provides most classifiers and
make the final decision.

1) Voting Algorithm
As illustrated in Algorithm 1, we set features (f1, f2, f3,
. . . , f30) to our training and testing dataset. Initially, it has
30 features, including 6157 legitimate web pages and 4898
phishing web pages (line 1). Moreover, we diminish a subset
of irrelevant features or attributes for various reasons, as we
can see in Section III-C. To build our proposed model, three

base classifiers, namely, Decision Tree, Random Forest, and
k-Nearest Neighbour are constructed using the labeled URLs
(for instance, Lweb). Theoretically, we could use any number
of constituent classifiers (i.e., more than three) in our EL
approach. But, here, we use only three as a proof of concept.

Additionally, the classifier predicts the labels of the un-
labeled URLs (for example, Uweb) that show from the line
(6-15). Lastly, a label is a voting base designed by aggre-
gating each class’s label (i.e., phishing, non-phishing). In
Algorithm 1, the label returned for Uweb is associated with
the maximum votes that provide the three different classifiers.

Suppose there is a webpage, w = "https://fmovies.ps". It
has 30 different attributes such as "Having IP Address = -
1", "URL Length = 1" "Shortening Service = 1", "Having At
Symbol = 1", "Double slash redirecting = -1", "Prefix Suffix
= -1", "Having Sub Domain = -1", "SSLfinal State = -1",
"Domain registration length = -1", "Favicon = 1", "Port = 1",
"HTTPS token =-1", "Request URL =1", "URL of Anchor
=-1", "Links in tags =1", "SFH (server form handler) =-1",
"Submitting to email =-1", "Abnormal URL=-1", "Redirect
page =0", "On Mouse Over ( using to hide link) =1", "Right
Click = 1" "Using pop-up widnow =1", "Iframe =1", "Age
of domain= -1", "DNS Record=-1", "Web traffic= -1", "Page
Rank-1", " Google Index=1", "Links pointing to page=1",
and "Statistical report= -1". Assume that the Decision Tree
predicts that this webpage is phishing, another classifier Ran-
dom Forest predicts that it is a legitimate webpage, and the
k-Nearest Neighbor one predicts that as a phishing webpage.
Consequently, the EnLeM model predicts that it is a phishing
webpage according to the Algorithm 1.

2) Base Classifiers

Here, we briefly describe the three constituent base classifiers
(DT, RF, and k-NN) in our EnLeM model.

(i) Decision Tree (DT)
Decision Tree (DT) [53] is a flowchart constructed through

an algorithmic approach that identifies the ways to split a
dataset based on different conditions. It is easy to handle
categorical and continuous data. The model is easy to read
and interpret. The generated rules are human-understandable.
Nonetheless, its unstable nature and high computational costs
are the drawbacks.

(ii) Random Forest (RF)
Bagging (bootstrap aggregation) is an intuitive, straightfor-

ward ensemble-based technique, providing surprisingly good
performance [48]. In this approach, multiple instances of the
base classifier model are used for classification. Firstly, it
creates multiple bootstrap samples from the original dataset,
so each bootstrap sample works as a new independent dataset.
The individual classifiers are trained with the bootstrapped
samples. Finally, the outputs of the individual models are
combined by averaging or voting and create one output with
minor variance.
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Algorithm 1: Proposed ensemble learning approach.
Input: Lweb the set of labeled in training data and

Uweb the set of unlabeled in testing data from
the UCI Phishing websites dataset.

Output: 0 if a website is phishing; 1 if a website is
legitimate.

1 Let (f1, f2, f3, . . .) be the features set of Lweb and
Uweb

2 Let N be the set of ML classifiers used to build the
proposed ensemble approach. Here we set N = 3

3 Classifier1 =
Decision_Tree(Lweb(f1, f2, f3, . . .))

4 Classifier2 =
Random_Forest(Lweb(f1, f2, f3, . . .))

5 Classifier3 =
K_Nearest_Neighbour(Lweb(f1, f2, f3, . . .))

6 for F ∈ Uweb do
7 Let XL(Phishing), XL(Legitimate) be

initialized to zero.
8 for j ∈ {1, . . . , N} do
9 Predicted_Label_for_Fj =

Classifierj(F (f1, f2, f3, . . .))

10 Let Xj
L(Phishing) be the label of F being

predicted as a phishing website.
11 Let Xj

L(Legitimate) be the label of F being
predicted as a legitimate website.

12 XL(Phishing) =

XL(Phishing) +Xj
L(Phishing)

13 XL(Legitimate) =

XL(Legitimate) +Xj
L(Legitimate)

14 Return: The label corresponding to
Max(XL(Phishing), XL(Legitimate))

Random Forest (RF) [56], [57] is an ensemble of deci-
sion trees that uses a greedy method to get the best split.
It decreases the variance and overfitting of the model. It
also provides information about significant features from the
dataset. However, it is difficult for humans to interrupt. The
method also exhibits poor performance on imbalanced data.

(iii) k-Nearest Neighbor (k-NN)
k-NN [54], [55] selects the k-closest examples from the

dataset. It is intuitive and straightforward to understand. New
data can be added seamlessly. Unfortunately, this method
does not work well with large datasets with high dimensions.
It needs feature scaling.

F. BENCHMARKING
Following the spirit of various research articles, we present
five machine learning models, including DT, RF, AdaBoost,
SVM, and k-NN, and two deep learning-based models,
namely, deep learning-based CNN model and long short-term
memory (LSTM) models for comparison (benchmarking)

against the proposed classifier (EnLeM). If the ML-based
and DL-based classifiers individually predict the labels as
either phishing or legitimate, then each classifier is called
a single-view learning model. However, individual learning
approaches can only make up some types of applications.
However, multiple classifiers take multiple decisions and can
predict unlabeled data for predicting class.

Bagging-based ensemble learning allows more than two
weak models, aggregates their predictions, and provides
exemplary accuracy. However, it often results in high bias
and underfitting when not modeled correctly [31]. Moreover,
boosting-based ensemble learning is challenging because of
its high complexity.

1) Tradition Machine Learning (ML) Methods
A comprehensive list of machine learning approaches was
devised and used to predict phishing emails or websites [32],
[33]. Nevertheless, the outcomes of these machine-learning
approaches depend on the dataset’s characteristics. There-
fore, no perfect model performs best for all problems [34].

For instance, Yadav et al. [35] employed decision trees
(J48), random forest, and logistic regression while about 99%
precision with random forest algorithm best differentiates
between phishing and ham emails.

In another work, Kolla et al. [36] used several machine
learning algorithms for predicting phishing URLs, such as
Decision trees, Random forests, Multilayer Perceptions, Sup-
port Vector Machines, and XGBoost. In this study, the ran-
dom forest provided 90% accuracy, which was the highest.
Based on phishing detection, for instance, in this paper [37],
they only trained the decision tree model and got approxi-
mately 90% accuracy, SVM with 95.66% accuracy in [38].
However, Ojewumi et al. used three ML algorithms while
they got k-NN at 93.39%, SVM at 91.74%, and Random For-
est at 98.35% accuracy [39]. All of these findings represent
variability in the scores of performance metrics across several
studies.

Therefore, in our study, we experimented with five popular
machine learning algorithms that have been mostly used for
phishing website detection, including Decision Tree (DT),
Random Forest (RF), AdaBoost Classifier, Support Vector
Machine (SVM), and k-Nearest Neighbour (k-NN). Their
concepts, advantages, and disadvantages are briefly described
below.

(i) Decision Tree (DT)
Decision Tree (DT) was described above in Sec-

tion III-E2(i).

(ii) Random Forest (RF)
Random Forest (RF) was detailed in Section III-E2(ii).

(iii) AdaBoost
Boosting [49] is a meta-algorithm that can be used for

model averaging. It is mainly used for classification prob-
lems and sometimes for regression. Boosting creates weak
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classifiers, and the sequence of models is created iteratively.
Each model is trained on an entire data set, boosting attempts
to add higher weights that need to be misclassified or better
estimated by the previous model. When their accuracy scores
and the weight of the output, all the sequences of models are
combined using voting (for classification) or averaging (for
regression) to create a final estimation.

AdaBoost [58] is an ensemble of decision trees with only
one split (one level). It is easy to program with high speed
and flexible to combine with other models. However, the base
classifier is very weak and vulnerable to uniform noise.

(iv) Support Vector Machine (SVM)
SVM [54] selects the best hyper-plane that maximizes

separability between classes. It is robust against overfitting.
The model can solve any complex problem with a perfect
kernel function. However, it is memory intensive and needs a
longer training time.

(v) k-Nearest Neighbor (k-NN)
k-NN was briefly explained in Section III-E2(iii).

2) Deep Learning (DL) Methods
In addition to the traditional machine learning methods, deep
learning (DL) methods become widely used recently. Here,
we briefly describe two of the DL methods that we use for
benchmarking, namely 1D-CNN and LSTM.

(i) Convolutional Neural Network (CNN)
Artificial Neural Networks (ANNs) are dynamically de-

veloping in every field. CNN evolved from artificial neural
networks. The first CNN to be similar to today’s structure
was the Neocognitron network [40]. The first real CNN
network, named the LeNet 5 network, was widely used [41]
and specially solved the problem of recognizing handwritten
numbers. The basic architecture of the CNN classifier can be
learned from the paper [42].

The CNN model also used a one-dimensional structure for
a processed data set named 1D-CNN [19]. A particular seg-
ment may derive an exciting feature from the overall data set
that time 1D-CNN models work efficiently. Some significant
applications of 1D-CNN automatic speech recognition are
real-time electrocardiogram (ECG) monitoring, vibration-
based structural damage detection in civil infrastructure, and
high-power multilevel converters [43]. We used the 1D-CNN
model, which contains a convolutional layer, a pooling layer,
and one final fully connected layer with an activation func-
tion. We classified the UCI data set into two final classes us-
ing 1D-CNN: phishing or legitimate. We also used the ReLu
activation function in this CNN model to reduce vanishing
and exploding gradient issues. We used another classical non-
linear activation function, such as sigmoid, which is more
efficient for training massive data.

(ii) Long Short Term Memory (LSTM)

LSTM is a particular type of recurrent neural network
(RNN) used in DL proposed by S. Hochreiter et al. [44]
deals with the vanishing gradient problem for introducing
Constant Error Carousel (CEC) units during the time be-
tween 1995 and 1997. Unlike standard feed-forward neural
networks, it has feedback connections. Some applications
of LSTM are language modeling, handwriting recognition,
speech recognition, image processing, music generation, and
anomaly detection. LSTM has several units like a cell, an
input gate, an output gate, and a forget gate. For more details
about the basic architecture of the LSTM model [45].

IV. EXPERIMENTAL EVALUATION
A. EXPERIMENTAL DESIGN
We used various ML and DL libraries throughout the ex-
periments, including Scikit-learn, Keras, Numpy, and Pan-
das. As described above in Section III-F, five individual
and ensemble ML models were used: DT (individual), RF
(ensemble), Adaboost (ensemble), SVM (individual), and k-
NN (individual), as well as two DL algorithms: 1D-CNN and
LSTM. We have used the binary cross-entropy [50] function
as a loss function represented in Equation 2 and employ
gradient-based Adam optimization [51] to minimize the loss
for CNN and LSTM.

Loss = − 1

N

N∑
i=1

yi. log y
′
i + (1− yi). log(1− y′i) (2)

where yi acts as desired output and y′i considers as predicted
output of ith data.

All training is carried out using the default settings of the
defined libraries for Machine Learning, an initial learning
rate of 0.001, and a mini-batch size of 100 for DL. Our
proposed techniques were developed at Google Colab using a
12 GB NVIDIA Tesla K80 GPU and a 2.3 GHz Xeon hyper-
threaded processor.

B. PERFORMANCE METRICS
After cross-validating our proposed approaches, we entail
the tools to evaluate the performance of our model. This
research evaluates the performance of the models using a
set of commonly used evaluation metrics for classification
problems. The metrics are precision, recall, F1-score, and
accuracy [52]. Table 3 defines the metric used to evaluate
the performance of the classifiers. Precision is defined as
the number of true positives (TP) divided by the sum of
true positives and false positives (FP). The recall is defined
as the number of true positives divided by the sum of true
positives and false negatives (FN). At the same time, the
F1-score is defined as the harmonic mean of precision and
recall. Finally, accuracy is defined as the number of correct
predictions divided by the total number of predictions.

C. EXPERIMENTAL RESULTS AND DISCUSSIONS
In this section, a comparative experimental investigation
is carried out to determine the classification approach’s
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TABLE 3. Evaluation metrics definitions. (TP = true positives; FP = false
positives; TN = true negatives; FN = false negatives.)

Precision = TP
TP+FP

Recall = TP
TP+FN

F1-score = 2 × Precision×Recall
Precision+Recall

Accuracy = TP+TN
TP+FP+TN+FN

performance. We use the most widely used cross-validation
technique, k-fold (where k = 10 is set for the experimenta-
tion). Cross-validation on a k-fold scale divides the dataset
into k-folds, with each fold serving as a performance test for
the model. To complete the operation, k repetitions of the
training and testing data are required. We divided the data
into ten folds using k-folds cross-validation, each roughly
identical to the other folds in the dataset. Each iteration of
the trained learning scheme is repeated nine times, and the
performance of the learning approaches is evaluated using
the remaining one fold, termed the testing set. The learning
scheme is repeated ten times on the UCI phishing dataset.
The prediction accuracies of the ten repetitions are averaged
to obtain an overall prediction result in terms of precision,
recall, F1-score, and accuracy.

1) Performance Before Feature Selection
To evaluate the performance of the proposed ensemble clas-
sifier among several ML and DL classifiers, we evaluated
30 features before applying any feature selection techniques.
Table 2 provides the weighted average precision, recall, F1-
score, and accuracy values for all machine learning, DL,
and proposed algorithms before feature selection with their
execution times. By the conducted research, we have found
our proposed approach has the highest accuracy of 97.21%,
followed by 1-D CNN, DT, RF, Adaboost, k-NN, SVM,
and LSTM, with an accuracy of 96.75%, 92.37%, 93.21%,
91.71%,94.74%, 92.79%, and 90.84%, respectively. The
graphical representation of accuracy is depicted in Figure 3.

FIGURE 3. Accuracy obtained from different classifiers before feature
selection.

Also, our proposed algorithm provides a maximum recall
value of 97.97% and a second maximum of 97.09% by the
DT classifier. However, LSTM is the least accurate classifier,

with a 90.84% accuracy and a recall value of 91.85%. Figure
4 compares several classifiers based on their recall values
before feature selection.

FIGURE 4. F1-score obtained from different classifiers before feature
selection.

2) Performance After Feature Selection
Following selection, the top 20 features using the univariate
feature selection technique, which uses mutual information
to select essential features, are employed to classify phishing
websites. Table 4 shows the weighted average values of preci-
sion, recall, F1-score, and accuracy for all seven ML and DL
algorithms with the proposed approach and execution time.
All algorithms employed the same top 20 features selected
using the univariate feature selection approach. Moreover, it
again shows that the proposed ensemble learning approach
exhibits the highest accuracy of 96.26% followed by k-
NN, 1-D CNN, DT, RF, AdaBoost, SVM, and LSTM with
an accuracy of 94.35%, 78.06%, 92.27%, 92.96%, 91.68%,
92.79%, and 91.26%, respectively. Once again, the mini-
mum accuracy provided by 1-D CNN is 78.06%. Figure
5 compares the accuracy of several classifiers after feature
selection.

FIGURE 5. Accuracy obtained from different classifiers after features
selection.

In contrast, our proposed algorithm also provides the max-
imum recall value of 97.96%. Besides, 1-D CNN is the least
accurate classifier, with a 78.06% accuracy and a recall value
of 97.66%. 1-D CNN confronted the regarding accuracy with
fewer features at the time of training. Figure 4 compares the
graphical representation of several classifiers based on their
recall values after feature selection.
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FIGURE 6. F1-score obtained from different classifiers for after feature
selection.

3) Comparison between Before and After Feature Selection
The comparison of classifiers based on the accuracy before
and after feature selection is depicted in Table 4. According
to our research findings, the accuracy of almost all proposed
algorithms remains constant or statistically insignificant be-
fore and after feature selection, except for 1-D CNN. This
shows that the features chosen are the most important for
classifying phishing websites, as determined by this study’s
univariate feature selection method.
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FIGURE 7. Comparison of model execution time before and after feature
selection.

Figure 7 shows the execution time of classification mod-
els, as well as a comparison of execution times before and
after feature selection. In general, feature selection helps
reduce the execution time. Figure 7 also shows how feature
selection reduces the time required to execute the models.
As lazy learners, DT models have very fast execution times
compared to other techniques, whereas LSTM takes longer
to train due to memory-bandwidth-bound computing.

For our proposed EnLeM method, although the perfor-
mance metrics after the feature selection are slightly lower
than those before the feature selection, the differences are
minuscule. The paired t-test [59] result on the four perfor-
mance metrics (accuracy, precision, recall, and F1-score)
before and after the feature selection gives us a p-value
of 0.1353, which is higher than the threshold of 0.05, and
hence not statistically significant. However, in terms of the

running time, the difference is 1.29 sec (which means a 13%
speedup). This can be useful in mission-critical applications
with high traffic volume and high throughput.

Compared to other ML and DL techniques, our proposed
EnLeM method is the best technique to predict phishing
websites to achieve the highest accuracy, precision, recall,
and F1-score, with a relatively short execution time.

V. CONCLUSION AND FUTURE WORK
This article describes a novel and effective approach named
EnLeM for detecting and classifying phishing websites. This
approach is an extended approach of the voting-based EL
approach. It also enables us to give approximately the same
performance metrics when we deduct some features using
the univariate feature selection method for selecting a set
of relevant attributes from our UCI dataset. Furthermore,
this research compared ML-based approaches and DL-based
approaches, but our proposed approach, EnLeM, has shown
that it is more accurate for detecting than previous studies.
More specifically, the approach can detect more accurately
which one is benign websites and which one is not, with the
highest performance metrics compared to others, including
97.51% accuracy, 96.26% precision, and 97.51% F1-score.
Although the DL-based 1d-CNN model provides good accu-
racy before feature selection, it needs more execution time.
When we require more time to detect phishing websites, it
will be detrimental because the opportunities for cybercrime
will remain the same. However, it cannot provide better
performance metrics after feature selection.

In this direction, no research is available that achieved
100% accuracy, so more investigation is needed to detect
phishing URLs. In the future, the main objective is to execute
a more compelling feature engineering method to increase
the performance metrics of the specific problem using the
approach.
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